HBGary World-Class
Professional Managed Services

The HBGary Managed Services Advantage

“A viable security strategy to successfully combat Advanced
Persistent Threats (APT) must consist of world-class experts,
cutting-edge process, and tools that address areas of disk,
memory and network. HBGary fits well into that strategy.”

- HBGary DIB Managed Services Customer

HBGary Managed Services: Our Approach Managed Services Benefits

The traditional security approaches of using the latest antivirus, * Access to state-of-the-art
whitelisting, and other signature-based technologies can’t protect technologies and experts, without
today’s global business environment from targeted attacks. Reliance need to increase staff

on yesterday’s signatures to detect tomorrow’s threat is not defense —

. . * Unprecedented network visibility
it's housekeeping.

to mitigate incidents quickly and

t-effectivel
A division of HBGary, Inc., HBGary Managed Services recognizes cost-ettectively

that many organizations do not have sufficient resources, or subject Emergency Incident

matter expertise to deal with memory analysis and malware detection, Response Services Benefits
identification and remediation, on an ongoing and continuous basis.
We offer advanced technology, an expert team and unparalleled threat
intelligence customized to mitigate risks in your current environment.

* Using HBGary software, pinpoint
the attacker’s method of entry,
the extent and duration of
the intrusion and exact data

HBGary Managed Services Technology Platform compromised to “kill" any

. . . ) i malware or rogue processes
Security requires that your Enterprise continually gets smarter - it

must learn how the attackers work so it can get better at detecting * Access to specific threat

them. HBGary Managed Services utilizes the complete, continuous intelligence to your custom
protection product suite that provides you critical intelligence about business environment, as well as
the advanced, stealth attackers in your system. shared APT and targeted attack

threatintelligence gathered from
around the world
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Critical Infrastructure Health Checks

HBGary automatically locates all executables on the network (including
memory), analyze suspicious process behavior, and weight the
executable against our core Digital DNA™ technology to alert the
operator of suspicious software residing in your network. We detect
not only running processes, but also non-running processes, rootkits,
hidden processes, renamed executables and obfuscated applications.

HBGary Managed Services Provides Critical Threat Intelligence

On the Host
* Daily detection of new exploits and techniques
* Daily “Master” I0C scans = collective sharing without attribution

At the Perimeter
* CnC/DynDNS blacklists and protocol resets
* Dynamic TOR exit node refresh and mitigation
* Code and document sandboxing and analysis

Shared Across All Clients
* I0Cs are provided automatically in a form of a library that is
auto-updated and shared across all clients. Customers can pick
and choose from many search definitions to create their own
custom searches.

Remediation
* Agentless scans to Inoculate against future threats
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About HBGary, INC.

HBGary, Inc. was founded in 2003
to develop products to counter APT
and other unknown cyberthreats.
HBGary has in-depth expertise in
advanced malware, rootkits, zero-
day exploits, and targeted threats.
Customers include Fortune 500
corporations, DOD and other U.S.
government agencies. HBGary, Inc.
is headquartered in Sacramento,
California.
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