FGET FAQ v1.0

Q. What is FGET?
A. FGET.exe is a network enabled forensic data acquisition tool. FGET was created as a free-to-use tool to assist forensic investigators in the task of retrieving critical forensic data off of live, running windows machines. FGET is specifically useful for its ability to retrieve locked/in-use files without needing to take the system in question offline.
Q. How does FGET work?
FGET.exe first authenticates to a remote machine using windows logon credentials. Once authenticated FGET.exe utilizes Windows Networking to make a signed binary copy of itself  to the target machine. The remote instance of FGET.exe is then executed via WMI facilitating analysis of the volume's MFT in order to make forensicly sound copies of files. The copied files are extracted to a newly created c:\windows\FGD\ repository folder. Once all the requested files have been collected on the remote machine the FGD is packed up into .hzip archive. The .hzip archive is then automatically downloaded back to the workstation running the 1st instance of FGET.exe. Once the process is completed you should see a newly created folder @ c:\FGETREPOSITORY\[machine_name]\ which contains the .hzip archive file. The analyst can then use FGET.exe to unpack the archive into a set of browsable folders and files. 
Q. How does FGET make forensicly sound copies?
A. The copies that FGET makes of files on the target system are forensicly sound in that we dont modify any of the source data or timestamp information when retrieving the file in question.  We accomplish this feat by performing raw NTFS analysis on the remote computers C:\ volume. This allows FGET to fully acquire and reconstruct any file on the system including in-use, and special files (like $MFT).
Q. What files does FGET collect by default?
	* Full user list - complete with NTUSER.dat copies
	* Complete contents of the windows prefectch directory
	* Complete contents of the windows\system32\config\ directory including registry hives, event logs, and the system SAM database
Q. Can FGET.exe be made to fetch custom/sepcific files off the remote filesystem?
A. Yes. In order to retrieve a file off a single remote host you would use the following command line:
FGET.exe -scan 10.0.0.5 -extract c:\$MFT mymft.bin
You can also retrieve a copy of the $MFT from a list of machines by using this command line:
FGET.exe -list myhostlist.txt -extract C:\$MFT
NOTICE: we don't specify a target filename when fetching files from multiple hosts. These fetched and downloaded files are automatically placed in the C:\FGETREPOSITORY\[machine_name]\ folder when fetching from multiple machines at once. 
Q. I'm trying to target FGET.exe at the local machine and it's not working, what gives?
A. When targetting a local machine, simply click "cancel" on the authentication box that pops up. This should pass your current authentication token to be passed on to WMI allowing local FGET calls to succeed.



Q. I'm trying to target FGET.exe at a remote machine that's not in a domain and it's not working, what gives?
A. Most non-domain machines can not accept WMI and windows networking based authentication requests by default. This has to do with the local system policy settings that get installed by default on most newer machines (XP SP2+ and older). In order to enable FGET.exe to work please try the following:
	A) Login to the remote machine in question
	B) Add/Verify Firewall TCP exceptions for port 445 and 135 or that verify that firewall is not enabled.
	C) On your desktop goto Start -> Run
	D) Launch "gpedit.msc"
	E) Once gpedit finishes launching you'll see a tree on the left side of the screen. Browse to:
	Local Computer Policy -> Computer Configuration -> Windows Settings -> Security Settings ->  Local Polices -> Security Options
	F) Find the option named "Network Access: Sharing and security model for local accounts"
	G) Set this option to "Classic - Local users authenticate as themselves"
On most machines this will enable FGET, WMI, and windows networking to start working properly.


Q. I still can't seem to get FGET.exe to work against the remote host. How can I debug the issue?
A. Email support@hbgary.com and request a copy of the nodecheck.exe diagnostic tool. The nodecheck.exe utility is useful for automatically discovering network policy and host configuration issues that might  be preventing successful WMI/windows/FGET usage.
